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Abstract  
This research focuses on the design and implementation of network security strategies using Virtual Local Area 

Network (VLAN) and Access Control List (ACL) at PT Pegadaian Kalibata Branch. The background of this 

research is the increasingly urgent need for a network security system that is able to protect infrastructure from 

various complex cyber threats, especially for financial business entities. In an effort to improve network 

security, Virtual Local Area Networks (VLANs) are used to separate network traffic based on business needs, 

while Access Control Lists (ACLs) are implemented to set security rules in controlling network traffic. This 

study uses observation, interview, and literature study methods to collect relevant data. The results show that 

the implementation of Virtual Local Area Network (VLAN) and Access Control List (ACL) can effectively 

improve network security, reduce the risk of cyberattacks, and improve bandwidth efficiency. However, some 

challenges such as missing configurations and bandwidth limitations still have to be overcome to achieve 

optimal results. This research is expected to contribute to the development of a better network security system 

for PT Pegadaian and other financial organizations. 
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1. Introduction  

 
In the increasingly advanced digital era, network security is a top priority for organizations to protect 
their digital assets, sensitive data, and technology infrastructure. Evolving cyber threats, such as phishing 
attacks, ransomware, and network exploits, demand a robust and adaptive security strategy (Bayu & 
Nurhanif, 2018). One approach that has proven effective is the application of Virtual Local Area Network 
(VLAN) and Access Control List (ACL) technology. 
 
VLAN is a network segmentation technology that allows for logical separation between devices in the 
same physical network, thereby improving security by restricting access between segments (Hartono et 
al., 2023). Meanwhile, ACLs are used to control network traffic by assigning access policies based on 
specific rules, such as IP addresses, protocols, or ports (Wijaya & Budiman, 2023). The combination of 
VLANs and ACLs provides the ability to proactively secure the network by reducing the attack surface 
and restricting access to only authorized entities. 
 
Although VLAN and ACL technologies have been widely used, challenges still arise in implementation 
in complex modern network environments, including large-scale, multi-location, and cloud-based 
networks. This study aims to examine the effectiveness of network security strategies using VLANs and 
ACLs through case studies and identify best practices in their implementation. 
 
With this approach, this article is expected to contribute to a deeper understanding of the implementation 
of VLANs and ACLs, especially in the context of facing modern cyber threats and ensuring the 
sustainability of network operations. 
 
Many studies only discuss VLANs or ACLs separately, without exploring the synergy of the two 
technologies in building an overarching network security strategy. Existing studies often focus only on 
technical configurations, but rarely evaluate the effectiveness of VLANs and ACLs in addressing real 
threats, such as multi-vector attacks or lateral movement infiltration. Research is limited to small 

networks or simulations, while the implementation of VLANs and ACLs on large-scale or multi-location 
network infrastructure has not been widely discussed. The gap in VLAN and ACL adaptation on cloud 
or hybrid network architectures is a major challenge that has not been fully researched. The development 
of threats such as ransomware, IoT-based attacks, and botnets requires new approaches to VLAN and 
ACL deployment (Santoso, 2023). Previous studies have tended to focus on traditional threats, such as 
DoS or packet sniffing. 
 
Some previous research that can support this research is research conducted by (Fitriansyah et al., 2019) 
that the implementation of Static VLANs and Access Lists has been able to limit communication between 
divisions on the network, thereby reducing data access to one division by other divisions that are not 
interested.  
 
In the rapidly evolving digital era, the need for network security is increasingly urgent, especially for 
organizations engaged in the financial sector. PT Pegadaian, as one of the financial institutions in 

Indonesia, faces increasingly complex challenges in protecting network infrastructure from cyber threats. 
Threats such as cyberattacks, data theft, and information breaches are serious challenges faced by such 
organizations. Therefore, the right security strategy is needed to ensure that network security is 
maintained. The use of technologies such as Virtual Local Area Network (VLAN) and Access Control 
List (ACL) offers solutions in improving network security. Virtual Local Area Networks (VLANs) allow 
for better network segmentation, separating data traffic by function or department, while Access Control 
Lists (ACLs) allow for tighter control over access to network resources, by enforcing specific rules 
regarding allowed traffic. The opportunity in this study is to analyze the application of VLANs and ACLs 
in companies with complex network infrastructure, including those using cloud architecture. This 
research was conducted to design and implement a network security strategy at PT Pegadaian Kalibata 
Branch, using Virtual Local Area Network (VLAN) and Access Control List (ACL). Through direct 
observation and interviews, this study aims to evaluate the effectiveness of the implementation of Virtual 
Local Area Network (VLAN) and Access Control List (ACL) in improving network security and 
reducing the risk of cyberattacks. The expected results are improved security, efficient bandwidth usage, 
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and reduced risk of network disruption due to external attacks. However, there are still technical 
challenges to be overcome, such as configuration loss and bandwidth limitations, which are the main 
focus of this study. 
 

 

2. Literature Review  

VLAN is a network segmentation technology that allows for the logical separation of devices within the 
same physical network. Previous research has shown that VLANs help in segmentation for security, 
VLANs separate network traffic based on need, preventing unauthorized access between segments 
(Agustio & Nainggolan, 2023). VLANs also help in the mitigation of lateral attacks, studies show that 
VLANs are effective in limiting the lateral movement of attacks, especially in large enterprise 
environments (Soetrisno et al., 2024). However, the downside of VLANs is their reliance on trunking 
protocols (such as 802.1Q), which can be exploited by VLAN hopping attacks if the configuration is 
incorrect. 

 
ACLs are security mechanisms that allow you to regulate and restrict traffic entering and exiting your 
network (Tahir et al., 2024). ACLs are used to control network traffic by defining access policies based 
on IP addresses, protocols, or ports. The literature on ACLs is found in the main function of ACLs 
restricting access to critical resources in the network and preventing network-based attacks, such as DDoS 
and sniffing (Hanipah & Dhika, 2020). ACL efficiency shows that ACLs improve security without 
impacting network performance if designed properly (Krisdianto, 2022). The limitation of ACLs is the 
complexity of management in large-scale networks, which can lead to misconfigurations if automation 
tools are not supported (Santoso, 2023). 
 
VLAN and ACL merging provides a more comprehensive approach to network security. The literature 
supports that VLANs provide segmentation, while ACLs ensure granular access policies across each 
segment (de Fretes et al., 2024). In corporate networks, this combination reduces the risk of cyberattacks 
by up to 60% compared to using only one technology (Suryawijaya, 2023). However, there have not been 

many studies evaluating the performance of this combination in cloud-based or hybrid networks.  
 
The study mentions some of the main challenges in VLAN and ACL implementation that in large 
network management, VLAN and ACL policy management requires tools such as SDN (Software-
Defined Networking) software (Ayaz et al., 2019), and adaptation to modern threats, VLANs and ACLs 
have not been designed to deal with IoT-based or multi-vector attacks without integration with other 
security technologies (Dhar et al., 2021). In a study conducted by (Bayu & Nurhanif, 2018) that the results 
of research conducted by GNS3 are able to Design Virtual Local Area Network (VLAN) Security to 
Overcome DHCP Rogue by incorporating ACL solutions and trusted-servers features into ExtremeXOS 
switches.  
 
VLANs (Virtual Local Area Networks) are designed for network security strategies that can be created 
based on subnets, access rights, and applications used by multiple hosts on a single identical switch 
device. So in this study, the implementation of VLAN and ACL in the Kalibata pawnshop branch office 
is very important because it will provide an appropriate solution to network performance problems in the 
pawnshop branch office and facilitate a more effective and efficient pawnshop branch office work process. 
 

3. Methods 

This study uses a qualitative-descriptive approach to describe a network security strategy using VLANs 
and ACLs. The case study method applied serves to evaluate the implementation of VLANs and ACLs 
in a specific organization or institution.  
The case study in this study is the Kalibata pawnshop branch office with a sample, namely network 
administrators and IT managers. The source of the data was obtained from in-depth interviews with 
network professionals related to VLAN and ACL implementation. Observation was carried out directly 
on the network infrastructure at the research site. To obtain references as review literature, researchers 
use scientific literature such as reference books, scientific articles and technical reports on VLANs and 
ACLs, and data sources are obtained from network configuration documentation, security policies, and 
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security audit reports.  

 
The data collection method is carried out by studying the experience and views of experts on the 
implementation of VLANs and ACLs and gaining insight into the effectiveness and challenges faced in 
implementation. The observation carried out is observing the network structure that uses VLANs and 
ACLs, including configuration, segmentation, and ACL rules. Network data analysis is performed by 
collecting performance data, such as throughput, latency, or the number of attacks successfully prevented 
before and after the implementation of VLANs and ACLs. As well as reviewing academic references and 
technical documentation related to network security strategies. 
 
This study uses the Network Development Life Cycle (NDLC) network development model, which is a 
technique to build or improve network infrastructure that allows network monitoring to occur for the 
purpose of understanding network statistics and performance. 

 
Figure 1. Network Development Life Cycle (NDLC) 

 
Analysis  
Needs analysis is the analysis of the existing network topology and planning the implementation of the 
virtual local area network (VLAN) topology(Noviriandini et al., 2023).  
 

Design 
Using the data that has been obtained previously, this design task will create a topology diagram for the 
interconnection network to be built. This diagram is expected to provide information about the needs 
that are currently being met.  
 
Simulation Prototype 
The simulation stage is made in the form of a simulation with the help of special tools in the field of 
networks such as the Tracer Package, this is intended to see the initial performance of the network to be 
built and as a material for presentation and sharing with other team work (Mulyanto & Prakoso, 2020).  
 
Implementation 
This stage will take a little longer. In carrying out the implementation, the author has applied everything 
that was planned and designed beforehand. At this stage, it will be seen how the development to be built 
will have an influence on the existing system.  
 
Management 
Management or regulation, one of the special concerns is the issue of Policy, Policy needs to be made to 
create/regulate so that the system that has been built and running well can continue again and the element 
of Reliability is maintained. 
 
Monitoring 
The monitoring stage is an important stage so that the network and communication can run according to 
the wishes and objectives in the early stages of analysis (Sanjaya & Setiyadi, 2019). Usually they will use 
the tools in Cisco Packet Tracer which function to monitor network traffic. 
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4. Results  

Network Topology 
In the proposed network topology at the Kalibata Pegadaian Branch Office, the star topology is used, 
where one computer is connected to another computer in a network, regardless of whether the computer 
acts as a server or a client. 
 
Network Schema 
 

 
Figure 2. Virtual Local Area Network (VLAN) 

 
Figure 2 shows that the Virtual Local Area Network (VLAN) configuration has been applied to the 
network in the Kalibata Branch. In the figure, it can be seen that the Virtual Local Area Network (VLAN) 
has been divided by division, namely Virtual Local Area Network 10 (VLAN 10) for services, Virtual 
Local Area Network (VLAN 20) for micro divisions, and Virtual Local Area Network 30 (VLAN 30) for 
Branch Leaders, while for each unit of Kalibata Branch Pawnshops only uses Virtual Local Area Network 
10 (VLAN 10) for services and Virtual Local Area Network (VLAN 20) for micro divisions,  because the 
Branch Leader user is at the Kalibata Branch Pawnshop. 

 

 
Figure 3. Access Control List (ACL) 

 
Figure 3 shows the Access Control List (ACL) configuration that has been applied to routers in the 
Kalibata Branch network. In the image, it can be seen that the Access Control List (ACL) has been 
configured to manage and restrict access between previously created Virtual Local Area Networks 
(VLANs). Each Access Control List (ACL) has specific rules that define permissions and access 
restrictions based on IP addresses and ports. For example, Access Control List 100 (ACL 100) is 
implemented to restrict access from users of the Service division which is only allowed to access the 
Service network and Access Control List 101 (ACL 101) is implemented to restrict access from Micro 
division users who are only allowed to access the Micro network. Access rights for each division only 
allow access that is in accordance with the operational needs of each division. This configuration ensures 
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that only authorized users can access certain services, improving network security by preventing 

unwanted access. The implementation of this Access Control List (ACL) also helps reduce the risk of 
internal threats and maintain data confidentiality between divisions, so that the network becomes more 
secure and controlled. 
 

5. Discussion  

VLANs (Virtual Local Area Networks) and ACLs (Access Control Lists) are two critical components 
of a modern network security strategy. VLANs allow for logical segmentation of the network, thus 
separating devices based on security functions or needs (Cahya et al., 2024). This is effective in reducing 
the risk of lateral movement of cyberattacks, where attackers cannot easily move from one segment to 
another. ACLs, on the other hand, provide granular control over network traffic by assigning access 
rules based on parameters such as IP addresses, ports, or protocols. 
 
Based on the case studies observed, the simultaneous deployment of VLANs and ACLs shows a 
significant improvement in threat mitigation that this combination can prevent threats such as man-in-
the-middle attacks and IP spoofing-based attacks. For example, VLANs prevent irrelevant 
communication between subnets, while ACLs ensure only legitimate devices can access certain 
resources. In addition, the operational efficiency of organizations implementing VLANs and ACLs 
reported a reduction in security incidents by up to 45%, according to a literature study report. 
 
Although the implementation of VLANs and ACLs is felt to be effective, there are several challenges 
faced in the implementation of VLANs and ACLs, namely the implementation of VLANs and ACLs 
requires high technical expertise, especially in large networks or those with many IoT devices. In some 
cases, excessive ACL implementation or incorrect VLAN configuration can cause latency and decrease 
network throughput. The study also found that organizations often overlook the need to integrate 
VLANs and ACLs with other security tools, such as IDS/IPS or AI-based firewalls, which can actually 
improve the effectiveness of an overall security strategy. 
 

The implementation of VLANs and ACLs can provide recommendations for optimization in 
integrating VLANs and ACLs with SDN (Software-Defined Networking) technology to enable more 
dynamic and automated management. To strengthen network security, AI-based network traffic 
analysis tools can be used to detect and prevent threats that are not recognized by traditional VLANs 
and ACLs. As well as improving the competence of IT staff in VLAN and ACL management and 
ensuring clear and structured configuration documentation. 
 

6. Conclusion  

The implementation of VLANs and ACLs has been proven to improve network security and bandwidth 
usage efficiency at PT Pegadaian Kalibata Branch. This system manages to logically separate network 
traffic between divisions, thereby reducing potential security threats. However, issues such as missing 
configurations and bandwidth limitations need to be considered to achieve optimal performance. This 
research contributes to the development of a better network security system, especially for the financial 
sector. 
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